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Preventing the modification of .BVP files within the ADL Shell / Cary
WinUV Environment

Abstract: This document outlines the potential risk for data modification outside of the SoloVPE
Software and provides, in detail, suggested Windows NTFS security configurations for a
secured network data storage location. These configurations will prevent unauthorized
access to SoloVPE data and prevent data storage to unauthorized locations. C
Technologies, Inc. recommends that all data is saved to a secured network location.

Applicability: This article applies to SoloVPE Software V3.X.XXX running in the Agilent Cary WinUV
(Version 5) environment on a Windows 7 Professional (32/64-bit) or Windows 10
Professional (32/64-bit) operating system with an NTFS file system on the system hard

disk.
Symptom: Not Applicable
Cause: Should a user open an ADL Shell window (Independent of the SoloVPE Software or

unconnected to the current SoloVPE Software window), it is possible to overwrite and or
modify .BVP files.

Definitions: ADL Shell: Scripting language designed to manipulate the Cary WinUV environment
.BVP/batch file: The file extension SoloVVPE software uses for data
NTFS: NT File System permissions are used to manage access to data stored
SoloVPE Software: A software module used to run SoloVPE system
SecureVPE: An add-on module that configures the User/Group permissions for SoloVPE
and QuickVCA software modules
Cary WinUV Software: The software environment that interfaces directly with the Cary
60
Cary 60: A model of spectrophotometer used with the SoloVPE instrument
Users: End users of SoloVPE, people who use the SoloVPE to analyze samples

Detailed Information:

The following steps outline how to organize permissions to a network folder where users can save all data
generated by the SoloVPE Software, but not modify or delete the data. The prevention of unauthorized
modification of data is key to having a compliant system. For companies that wish to prevent users from
viewing any data after it is saved we recommend removing the permission “List folder contents”. This prevents
users from seeing any files should they open file explorer.

Note: Inherited permissions must be disabled to fully secure the files.

For users wishing to save locally instead of on a network drive, the VPE System Service needs to be installed
and running so that the user that is creating the data is not the owner of the data. Windows NTFS permissions
when mixed with file ownership cause conflict and cause users to have more rights than assigned in Security.
To help overcome this issue C Technologies Inc. has added the VPE System Service feature to SoloVPE

Software v3.1.
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A set of permissions exist that blocks users from viewing files in a folder where users should be saving all data
to, but still being allowed to write to it. (Essentially, a folder that they can see exists, but the contents are invisible
and untouchable). This allows data to be securely stored and accessed for review (by authorized users) without
fear of manipulation.

Users must have their permissions explicitly set this way so that any unauthorized editing, modification, or
deletion is prevented.

Windows 10:

1. To determine who has access and to correct the issue, navigate to the Default Save Path location and right
click on the folder.

2. Select Properties.

e = | SoloVPE Saved Data — O x
Home Share View e

« v 4 > ThisPC » Company () » Public » 5oloVPE Saved Data v O Search 5oloVPE Saved Data 2
14 - Library 2 Mame ” Date modified Type Size
Mative Documer Product 24323019 2:29 PM File folder
Migel Open
PCs Open in new window

Pin to Quick access
@ Onelrive - C Teck
Always available offline
[ This PC 5 Snagit 5
# 3D Objects Restore previous versions
B Desktop Scan for Viruses...
& Documents Pin to Start
{ Downloads
J'! Music Send to >
| Pictures i
ﬂ Videos Copy
5 Windows (C3) Create shortcut
= |nstrument (G:) Delete
= Company (I e
= Apps ()] v Properties
Titem  1item selected State:@Online =
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3. Select the Security tab and click Advanced

Product Properties > Product Properties X
General | Securty Previous Versions  Customize General Securty Previous Versions Customize
Object name:  I:\Public\ScloVPE Saved Data“Product
Product
Group or user names:
Type: File falder a John F. Sirco {JSiico @bridgewater.ctechnologiesing .com)
. ! 30 Administrator
Location:  I:\Public\SoloVPE Saved Data 2 Domain Users (BRIDGEWATER\Domain Users)
Size: 0 bytes
Sizeondisk:  0bytes To change pemissions, click Edi.
Contains: 0 Files, 0 Folders » Pemissions for John F. Sifco Allow Deny
Full contral &
Created: Today, February 22, 2019, 1 hour ago Modify
Read & execute
Attributes: [m] Read-only (Cnly applies to files in folder) List folder contents
[J Hidden Advanced. . Read N

For special pemissions or advanced settings,
click Advanced.

Cancel Apply oK Cancel Apply

4. Ensure that “Replace all child object permission entities with inheritable permission entities from this
object” is checked off.
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5. Disable Inheritance for all users listed.

Name: I\Public\SoloVPE Saved Data\Product
Owner: lonathan Mylotte (JMylotte@ctechnologiesinc.com) Change
Permissions Share Auditing Effective Access

For additienal information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type
82 Allow
2 Miow
2 Alow

Principal

Domain Users (BRIDGEWATER...
John F. Sirico (JSirico@bridge...

Administrator

Access
Special
Full control

Full control

Inherited from
5 Publich,

I,

[RY

Applies to

This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files

Add

Remave View

Disable inheritance

[ Replace all child object permission entries with inheritable permission entries from this object

Mame:

Owner:

Permissions

\ 4

\PublictSoloVPE Saved Data\Product

Jonathan Mylotte (JMylotte@ ctechnologiesinc.com)  Change

Share Auditing

Effective Access

Cancel Apply

Fer additicnal information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type
SR Allow
2 Allow
2 Allow

Principal

Domain Users (BRIDGEWATER...

John F. Sirico (JSirico@bridge...

Administrator (BRIDGEWATER...

Access
Special
Full contrel

Full contral

Inherited from
MNeone
MNeone

MNane

Applies to

Thiz folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files

Add

Remowve View

Enable inheritance

[1Replace all child object permission entries with inheritable permission entries from this object

6. To add a user to the list, click “Add”.
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7. Click on “Select a principal”.

Permission Entry for Saved Files O X
Principak:
Type: Allow

Appliesto:  This folder, subfolders and files

Basic permissions:
Full control
Modify
Read & execute
List folder contents
Read

Special permissions

Only apply these permissions to objects and/or containers within this container Clearall

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

0K Cancel

8. Inthe pop-up, type the users name and click “Check Names” to pull up their active directory user account.
Then click “OK”.

Select User, Computer, Service Account, or Group >

Select this object type:
|Llser. Group, or Buitt-4n security principal | Object Types. ..

From this location:

|bridgewater.c:teﬁnulogiesinc.cum | Locations...

Erter the object name to select (examples):
Sara Haydu (SHaydu@ctechnologiesine.com| Check Mames

Advanced... Cancel
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9. Click on “Show advanced permissions”.
10. Set the permissions for each user according to the following figure. Then click “OK”.

Permission Entry for Product [m] X

Principal:  Sara Haydu (SHaydu@ctechnologiesinc.com)  Select a principal

Type: Allow ~
Appliesto: | This folder, subfolders and files -
Advanced permissions: Show basic permissions
[JFull control [ Write attributes
[] Traverse folder / execute file [#] Write extended attributes
st folder / read data [] Delete subfolders and files
Read attributes [ Delete
Read extended attributes Read permissions
[i] Create files / write data [] Change permissions
[[] Create folders / append data [ Take ownership
[] Only apply these permissions to objects and/or containers within this container Clear all

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add 3 condition

Cancel

11. Once all users have been accounted for, click “Apply” and “OK”.

MName: I\Public\5oloVPE Saved Data\Product
Ownern: Jonathan Mylotte (JMylotte@ctechnologiesinc.com) Change
Permissions Share Auditing Effective Access

For additional information, deuble-click a permission entry. To medify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
£ Allow  Domain Users (BRIDGEWATER... Special Mone This folder, subfolders and files
a Allow  John F. Sirico (Sirico@bridge..  Full control MNone This folder, subfolders and files
a Allow  Administrator (BRIDGEWATER... Full control Mone This folder, subfolders and files
a Allow  5ara Haydu (SHaydu@ctechn... Special MNone This folder, subfolders and files
Add Remove Edit

Enable inheritance

[[] Replace all child object permission entries with inheritable permission entries from this object

Cancel Apply

Note:

Folder ownership is recommended to be a network administrator, especially a user or group that is not involved
in the generation or review of data in the laboratory.
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Folder ownership is modified as follows:

1. Click on Chang

MNarne:

Owner:

Permissions

I\Public\ScloVPE Saved Data

Jonathan Mylotte (JMylotte@ctechnologiesinc.com)

Share Auditing

Permission entries:

Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Type
82 Allow
& Allow
2 Allow

Principal

Domain Users (BRIDGEWATE...
John F, Sirico (JSirico@bridge...
Administrator

Access
Special
Full cantrol
Full control

Inherited from
I\Publich,

38

38

Applies to

This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files

Add

Remove View

Disable inheritance

[]Replace all child object permission entries with inheritable permission entries from this object

Cancel Apply

2. Type in the name of the Administrator or the Administrator group.
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Select this object type:

Select User, Computer, Service Account, o Group

‘User‘ Group. or Builtin security principal

| | otect Types...

From this location:

‘bridgewaler.clechnulogwesm: com

|| Locations...

|| Enterthe object name to selot (exampiesk

entry, select the entry and click Edit (if available).

Disable inheritance

Check Names
from Appliesto
\ This folder, subfolders and files
Advanced oK Cancel This folder, subfolders and files
m This folder, subfolders and files
Add Remove View

[JReplace all child object permission entries with inheritable permission entries from this object

Cancel Apply




3. Click OK once the user or group has been identified

Select User, Computer, Service Account, or Group X

Select this object type:

|User, Group. or Butin secuty principal | | Obiect Types...

From this location:

[brdgemater ctechnologiesine.com || Locations..

entry, select the entry and click Edit (if available).
||| Erterthe abjectname to selct cxamples)

|\ Administrator] Check Names

from Applies to
n This folder, subfolders and files

Advanced.. e This folder, subfolders and files

This folder, subfolders and files

Add Remove View
Disable inheritance

[JReplace all child object permission entries with inheritable permission entries from this object

Cancel Apply

4. Click Apply once done

Name: I\Public\SoloVPE Saved Data
Owner: Administrator (BRIDGEWATER\Administrator) Change

[] Replace owner on subcontainers and objects
Permissions Share Auditing  Effective Access

For additional information, double-click a permission entry. To madify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
E% Allow  Domain Users (BRIDGEWATE..  Special [APublict This folder, subfolders and files
a Allow  John F. Sirico (JSirico@bridge...  Full control [BY This folder, subfolders and files
2 Allow  Administrater Full centrol I This folder, subfolders and files
Add Remove View

Disable inheritance

[ Replace all child object permission entries with inheritable permission entries from this object
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Windows 7:

1. To determine who has access and to correct the issue, navigate to the Default Save Path location and right

click on the folder.
2. Select Properties.

Organize » 3 Open

/T Favorites Ml

B Desktop
% Downloads

Narne

Ll Recent Places |

Product

@Q-\ » Computer » Company (WCTIFSSVRE) () » Public » SoloVPE Saved Data »

New folder

Date modified

Open

Open in new window

Always available offline

A Libraries Restore previous versions
[ Documents
Send to
@ Music
& Pictures cut
B videos Copy
" Create shortcut
8 Computer
- Delete
&L Local Disk (C)
Rename
58 Company fWCT
Properties
€ Network
1% 65-TEST-1
8 ANGIOBRNL
18 AVAYAIPDL
% BARCODEL
1% BARCODE3
1% BARCODE4
8 BARCODES
1% BROWN3
Product  Date modified: 2/22/2019 2:30 PM Offline status: Online
)‘ File folder Offline availability: Not available

3. Select the Security tab and click “Advanced”.

Type

ile folder

| Product Properties

General | Security | Previous Yersions | Customize

=5 BN =<7
= [ 4] [ Search Solo\PE Soved Data Al
=- 0 @

Size

] Praduct
Type: File folder
Location: I:\PublichS oloPE Saved Data
Size: 0 bytes
Size ondizgk: 0 bytes
Containg: 0 Files, 0 Falders
Created: Friday, Febuary 22, 20185, 2:23:59 PM
Attributes: [®iRead-only [Only applies to files in folder
e
0K ] [ Carncel Apply
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| - Product Properties

General | Security | Previous Versions | Customize

Object name:  1:A\PublichSoloVPE Saved DatatProduct

Group or uzer names:

% Administrator [ RIDGEwWATER Administrator)
g{ Domain Users [BRIDGEWATERAYD omain Users)

Deny

To change permizzions, click Edit.

Permissions for John F. Sirico Allow

»

Full contral
Modify
Fead & execute

m

List folder contents
Read

R

For zpecial permigsions or advanced settings,
click &dvanced.

Learn sbout acces: control and permissions

QK. ][ Cancel ] Apply




4. Click on “Change Permissions”.

. Advanced Security Settings for Product

Permissions |Auditing | Owanes | Effective Permissions
To wiew detalls of a permizsion entry, double-click the entry. To modify permizsions, click Change Permissions.
Object name: I:\PublichSolaPE 5 aved Data%Product
Permizsion entries:
Tupe Mame Permizzion Inherited From Apply Ta
Aoy D omai [ GE... inheri This f
Al John F. Sirico [BRIDGEW...  Full contral <tk inherited: Thiz falder, subfalders and...
Allow Adrminigtrator [BRIDGEW...  Full control <mot inherited: Thiz folder, subfolders and...
Change Pemizsions...
Inelude inkernitable permizzions from this object's parent
Managing permissioh entries
[ QK. ] [ Cancel Apply

5. Uncheck “Include inheritable permissions from this object’s parent”.

. Advanced Security Settings for Product

Permissions
To view or edit details for a permission entry, select the entry and then click Edit.
Ohject name: I PubliciSolaYPE Saved DakalProduct
Permission entries:
Name Permission Inherited Fram Apply To
Do [ E Thi ) al: "
John F. Sirico (BRIDGEW...  Full control <not inherited = This folder, subfolders a...
Adrministrator (ERIDGEW...  Full contral <not inherited = This falder, subfolders a...
[ add... ] [ Edit... ] [ Remave
[Tl include inheritable permissions From this ohject's parent
[T replace all child object permissions with inheritable permissions fram this object
Managing permission entries
a8 ] [ Cancel Apply
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6. Click “Add” to modify those users already listed in the Advanced Security Settings for the default save
path location. Once you locate the user or group to add, click “OK”.

. Advanced Security Settings for Product ==z
Permissions | Auditing | Dwner | Effective Permissions
. Advanced Security Settings for Product =]
Select User, Computer, Service Account, or Group \EI
i
i Select this object tppe:
Uszer, Group, o Built-in security principal Object Tppes
Fram this location:
bridgewater. ctechnologiesine. cam Locations...
. ply Ta
Enter the object name to zelect [examples)
Sara Haydu [SHavdu@ctechnalogiesine. com Check Names s Folder, subfolders a...
5 Folder, subfolders a...
s Folder, subfolders a...
]
[ Add... ] I Edit... ] [ Remove ]
3 [T 1nclude inhetitable permissions From this object's parent

[T Replace sl child object permissions with inheritable permissions Fram this object

130 PHY
e

| Fipply

Managing permission entries

7. Double click on each user to modify their permissions.
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8. In the Permission Entry for the default save path location’s Pop-up, ensure that only the following boxes
are checked. Then click OK.

. Permission Entry for Product \EI . Permission Entry for Product IEI
Object Object
Mame:  avdu (SHaydu@ckechnaologiesine . com) Mame:  aydu (SHaydu@ctechnologiesine.com)
Apply bo: [This Folder, subfolders and files v] Apply ko lThis folder, subfolders and files v]
Permissions; Al Deny Permissions: Allcy Deny
Full contral (] | Read attributes ] i
Traverse folder | execute file [l Read extended attributes ]
List Folder | read data = Create files [ write data B =
Read attributes [l Create folders | append data = [l
Read extended attributes HEE Wirite attributes [l
Create files | write data ] Write extended attributes ]
Create folders | append data [l [l Delete subfalders and files = e
Write atbributes [ Delete [ ]
Write extended attributes B Read permissions [l
Delete subfolders and files ] [ Change permissions & O
Delete [ =" |- Take awnetship ] E |-
| apply these permissions ko objects andfor Clear &l 0o .D.pplv_these permissians ta pbjects andjor Clear Al
containers within this container only containers within this container only
Maniaging perrissions Managing permissions
(a4 ] l Cancel ] ot ] [ Canicel ]
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9. Click Apply and OK

. Advanced Security Settings for Product

Perrmissions

To wiew or edit details for a permission entry, select the entry and then click Edit,

Cbject name: T PublicySoloYPE Saved DatalProduct

Permission entries:

1. Click on Owner tab

Tvpe Marng Permission Inherited Fram Apply Ta
Allo Domain Users (BRIDGEW...  Special <not inherited = This Folder, subfolders a...
Al John F. Sirico (BRIDGEYY. .. Full contral <nat inherited = This Folder, subfolders a...
Allow Adrministrator (BRIDGEY,,.  Full contral <not inherited = This Folder, subfolders a...
Allo Sara Haydu {SHaydu@ct... Special <nok inherited = This Folder, subfolders a...
[ Add... l [ Edit... ] [ Remove
[ 1nclude inheritable permissions From this object's parent
[ replace all child object permissions with inheritable permissions from this ohject
Manaaging permission enkries
kK ] l Cancel ] [ Apply
Folder ownership is modified as follows:
Advanced Security Settings for Product @
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Pemussions | Auditing | Oymer | Effective Pemissions

Object name: I:4PublichSoloPE 5 aved D ata'FProduct

Permission entries:

To view details of a permission entry, double-click the entry. To modify peimissions, click Change Pemissions.

Type Mame Permission Inkerited From Apply To

£ Domai IDGE < > d
Allow JSirico [BRIDGEWATER...  Full contral <not inherited> This folder, subfolders and...
Allaw Adminigtrator [BRIDGEW...  Full contral <hot inherited: Thig folder, subfalders and...

Change Permissions...

Include inkeritable permizzsions from this object's parent

Mananing pemission entries




2. Click Edit to modify the folder owner

. Advanced Security Settings for Product @

Permnizsions | Audltmgl Owner | Effective Pemmizzions

T'ou can take or assign ownership of this object if you have the required pemmissions or privileges.

Object name: I:\PubliciSoloWPE Saved D ata\Product

Current owner.

Change awner to:

M arme

Q{Admmlslrators [CTIFSSYR3\Administrators]
2. WPELocalbdmin (5 0L0215953%PE Localdmin]

Learn about object cwnershin

3. Inthe Advanced Security Settings for Product pop-up if the user or group you want to own the folder is
not listed click on Other users or groups. If the user or group is listed skip to step 5.

. Advanced Security Settings for Product @

Owrer

“Y'ou can take or assign ownership of this object if you have the required permissions or privileges.

Object name: |:%Publich5 oloVPE Saved DatayProduct

Cumrent owner:
JMylotte [BRIDGEWATER M Mylatte]

Change owner to:

Name

52, admiristrators [CTIFSSYRZAdmiristrators)
.1_ WPE Localddmin [SOLO 21959 PE Local&dmin)

"] Replace awner on subcontainers and objects

Leamn about object cwnership
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4. 1f you click on Other users or groups then type their name in the pop-up, click Check Names and click
ok. Skip to step 5 if you chose from the available list in step 3.

Select User, Computer, Service Account, or Group @

Select this object bype:

Uszer, Group, or Built-in security principal Okject Types...

From this locatian:

bridgewwater. ctechnologiesing. com Locations...

Enter the object name ta select [examples):

Service Dept LCheck Mames

Advanced... | DT | Cancel |

5. Select the name from the list and click OK

Advanced Security Settings for Product @
Owvirier

You can take or assign ownership of this object it pou have the required permissions or privileges.

Obiject name: I:5PublichSoloVPE Saved D ata'\Product

Current owrer:

IMylatte [ERIDGEWATERAIMylotte]

Change owner to:

= A Administrators [CTIFSS
52, Service Dept [bridgewates
2 WPELacaltdmin [50L0219594WPE Lacaltdrir)

Other ugers or groups. .

Replace owner on subcontainers and objects

Leamn about object cwnership

Dq Cancel Apply
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